apiVersion: tekton.dev/v1beta1
kind: Task
metadata:
  name: perform-hardware-checks-bash
spec:
  params:
    - name: bmc_ip
      description: "The IP address of the BMC"
      type: string
    - name: bmc_user
      description: "The username for the BMC"
      type: string
    - name: bmc_pass
      description: "The password for the BMC"
      type: string
  steps:
    - name: perform-hardware-checks
      image: curlimages/curl:latest # Ensure this image has curl and jq installed
      script: |
        #!/bin/bash
        set -e # Exit immediately if a command exits with a non-zero status.

        BMC_IP="$(params.bmc_ip)"
        BMC_USER="$(params.bmc_user)"
        BMC_PASS="$(params.bmc_pass)"
        SESSION_URL="https://$BMC_IP/redfish/v1/SessionService/Sessions/"
        SYSTEM_URL="https://$BMC_IP/redfish/v1/Systems/"

        # Create a session to get the X-Auth-Token
        RESPONSE=$(curl -sk -X POST "$SESSION_URL" -H "Content-Type: application/json" -d "{\"UserName\": \"$BMC_USER\", \"Password\": \"$BMC_PASS\"}" -i)
        TOKEN=$(echo "$RESPONSE" | grep "X-Auth-Token" | awk '{print $2}' | tr -d '\r')

        # Use token for subsequent requests
        AUTH_HEADER="X-Auth-Token: $TOKEN"

        # Fetch system information
        SYSTEM_INFO=$(curl -sk -H "$AUTH_HEADER" "$SYSTEM_URL" | jq -r '.Members[0]["@odata.id"]')
        DETAILED_SYSTEM_INFO=$(curl -sk -H "$AUTH_HEADER" "https://$BMC_IP$SYSTEM_INFO")
        MANUFACTURER=$(echo "$DETAILED_SYSTEM_INFO" | jq -r '.Manufacturer')

        echo "Manufacturer: $MANUFACTURER"

        # Perform vendor-specific checks
        if [[ "$MANUFACTURER" == *"Dell"* ]]; then
          echo "Performing Dell-specific operations..."
          # Example: Fetching Dell NIC information
          DELL_NIC_INFO=$(curl -sk -H "$AUTH_HEADER" "https://$BMC_IP$SYSTEM_INFO/EthernetInterfaces/")
          echo "$DELL_NIC_INFO"
          # Add more Dell-specific commands as needed
        elif [[ "$MANUFACTURER" == *"HPE"* ]]; then
          echo "Performing HPE-specific operations..."
          # Example: Fetching HPE NIC information
          HPE_NIC_INFO=$(curl -sk -H "$AUTH_HEADER" "https://$BMC_IP$SYSTEM_INFO/EthernetInterfaces/")
          echo "$HPE_NIC_INFO"
          # Add more HPE-specific commands as needed
        else
          echo "Unknown manufacturer: $MANUFACTURER"


======================================

apiVersion: tekton.dev/v1beta1
kind: Task
metadata:
  name: perform-hardware-checks-python
spec:
  params:
    - name: bmc_ip
      description: "The IP address of the BMC"
      type: string
    - name: bmc_user
      description: "The username for the BMC"
      type: string
    - name: bmc_pass
      description: "The password for the BMC"
      type: string
  steps:
    - name: perform-hardware-checks
      image: python:3.9  # or another suitable Python image with 'requests' installed
      script: |
        #!/usr/bin/env python3
        import requests
        import json

        # Function to disable warnings about SSL Certificates, for simplicity in examples
        requests.packages.urllib3.disable_warnings(requests.packages.urllib3.exceptions.InsecureRequestWarning)

        # BMC login and session setup
        bmc_ip = "$(params.bmc_ip)"
        bmc_user = "$(params.bmc_user)"
        bmc_pass = "$(params.bmc_pass)"
        session_url = f"https://{bmc_ip}/redfish/v1/SessionService/Sessions/"
        system_url = f"https://{bmc_ip}/redfish/v1/Systems/"

        # Headers for the request
        headers = {"Content-Type": "application/json"}
        auth = {"UserName": bmc_user, "Password": bmc_pass}

        # Create a session and login to BMC
        session = requests.post(session_url, headers=headers, data=json.dumps(auth), verify=False)
        token = session.headers.get("X-Auth-Token")

        # If login fails, print an error
        if not session.ok:
            print(f"Login failed: {session.status_code}")
            exit(1)

        # Update headers with the token
        headers["X-Auth-Token"] = token

        # Get System Information
        system_response = requests.get(system_url, headers=headers, verify=False)
        if system_response.ok:
            systems_data = system_response.json()
            system_id = systems_data['Members'][0]['@odata.id']  # Assuming first system is the target

            # Fetch detailed system information
            detailed_system_info = requests.get(f"https://{bmc_ip}{system_id}", headers=headers, verify=False).json()
            manufacturer = detailed_system_info.get('Manufacturer', 'Unknown').lower()
            print(f"System Manufacturer: {manufacturer}")

            if 'dell' in manufacturer:
                # Dell-specific logic
                print("Performing Dell-specific operations...")
                # Fetch Ethernet Interfaces as an example
                ethernet_interfaces_url = f"https://{bmc_ip}{system_id}/EthernetInterfaces"
                ethernet_info = requests.get(ethernet_interfaces_url, headers=headers, verify=False).json()
                print(json.dumps(ethernet_info, indent=4))

            elif 'hpe' in manufacturer:
                # HPE-specific logic
                print("Performing HPE-specific operations...")
                # Fetch Ethernet Interfaces as an example
                ethernet_interfaces_url = f"https://{bmc_ip}{system_id}/EthernetInterfaces"
                ethernet_info = requests.get(ethernet_interfaces_url, headers=headers, verify=False).json()
                print(json.dumps(ethernet_info, indent=4))

            else:
                print("Manufacturer specific operations not defined for this manufacturer.")
        else:
            print("Failed to retrieve system information.")
